
 

 

 
 
 
 
 

 
 
  
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Research Services Infrastructure 

Computational sciences such as e-Health 
depend heavily on the detail and quality of the 
data that is utilised to develop mathematical and 
statistical models. However, especially with data 
in the health sector that often comprises sensi-
tive data on people, protection of the privacy of 
these individuals is often impeding easy ex-
change of data between data holders and con-
sumers. 

DEXHELPP tackles this problem by having 
created a secure and controlled environment 
where data holders can deposit their data, and 
data consumers can perform their analysis and 
experiments within that environment, without the 
need to transfer the data outside of the system. 

Data providers can specify fine-grained access 
rights to individuals or groups of researchers, to 
complete data sets or just specific subsets 
thereof, e.g. limiting the number of records, or 
excluding specific details of records. 

The access of data consumers to these sources 
is accurately recorded, which allows for auditing 
and inspection of the intended usage of the 
data. 

One important aspect of the system is the trade-
off between the controlled environment, and the 
choice and offer of modelling and programming 
tools available to the researchers. We tackle this 
by providing the researchers a wealth of com-
monly used tools, the requirements for which 
were elicited by observing current practices. 
Further, the server environment offers a fast 
computing environment, with special hardware 
such as GPU computing available on demand. 

 

Active and passive security measures 

Active security measures aim at preventing 
access to data and other resources by unauthor-
ised parties. In the DEXHELPP infrastructure, 
these include: 

 Basic security provided by the Vienna 
University of Technology network 

 A central authentication and authorisa-
tion schema, based on a directory ser-
vice. 

 A dedicated Virtual Private Network 
(VPN), which provides full encryption of 

 

 

 

Secure sharing of sensitive data in a controlled environment:  
the DEXHELPP Research Services 

Data required in scientific investigations in the health domain is in many cases difficult to share, 
as it contains personalized information, e.g. on patients and service providers in the health 
sector. However, detailed and high-grade data is required to compute high-quality mathemati-
cal and statistical models and visualizations of interesting facts. To facilitate sharing of data, an 
infrastructure, software tools and well-defined processes were developed to enable project 
partners and customers of DEXHELPP to share their data in a secure and transparent way. 
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all network transfer between the users 
and the infrastructure. The access to the 
VPN is protected with a two-factor au-
thentication. 

 Provisioning of access to data and re-
source only in the granularity required 
for the specific research question. 

Passive security measures enable detection of 
inappropriate access and usage of DEXHELPP 
resources. They include 

 A centralised and replicated logging of 
access to all resources, including ser-
vices and data used by DEXHELPP 
partners and DEXHELPP customers. 

 Embedding watermarks and personal-
ised fingerprints into the data allows 
detecting data leakages, and to attrib-
ute the leakage to a specific user ac-
count. 

 

 

 
Fig. 1: Fingerprinting of data sets (copyright SBA 
Research) 
 

Impact and effects 

With the DEXHELPP research services infra-
structure, both data providers and data consum-
ers profit from the facilitation in the exchange of 
and access to data, which dramatically speeds 
up the bootstrap process of a new research 
investigation. Due to the integrated data sharing 
and analysis infrastructure, data providers have 
the assurance that access to the data is accu-
rately recorded and can be tracked and inspect-
ed also retroactively. The usage of the secure 
research server infrastructure increases the trust 
among the project partners and increases the 
readiness for sharing data. 

Data consumers benefit from an easier access 
to the data, the powerful computing environ-
ment, and, with security measures provided 
centrally as a service, can focus on their skills 
and actual tasks at hand, instead of spending 
time on data privacy and security concerns. The 
central provisioning of data and services also 
facilities the usage of tools that enhance the 
reproducibility of research investigations. 

The research server is also a suitable environ-
ment for a third party to merge and link data sets 
from different sources, which otherwise would 
not be released, for example combination of 
data on social insurance with data on the labour 
market. 

 
Fig. 2: Architecture of the DEXHELPP Research 
Server infrastructure (copyright SBA Research) 
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